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CtatuctnKka agpa Linux (1)

() 5 1 OOO Kernel Number of 2l
On ee Version Developers CDKH::::'IHIES

2.6.1
aKTUBHbIX o
2.6.13 545 94
6 2.6.14 553 90
pa3pa OTLIMKOB 26.15 612 h 108
2.6.16 709 M
2.6.17 726 120
2.6.18 815 133
2.6.19 801 128
2.6.20 673 138
2.6.21 767 143
2.6.22 870 180
2.6.23 912 181
2.6.24 1,057 194
2.6.25 1,123 228
2.6.26 1,027 203
2.6.27 1,021 188
2.6.28 1,075 213
2.6.29 1,180 230
2.6.30 1,150 240
532

[*] Kroah-Hartman G, Corbet J, McPherson A (December 2010) Linux Kernel Development
https://www.linuxfoundation.org/sites/main/files/If _linux_kernel development 2010.pdf 2
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CtatucTnKa agpa Linux (2)
* 3.83 naTyen B Yac (s cpeaHem 3a 4 roga)
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[*] Kroah-Hartman G, Corbet J, McPherson A (2009) Linux Kernel Development
http://www.linux-foundation.org/publications/whowriteslinux.pdf 3
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CtatuctnKa agpa Linux (3)
* 6422 nobasn./3285 ynan./1687 n3MeH. exxeHEBHO
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[*] Kroah-Hartman G, Corbet J, McPherson A (2009) Linux Kernel Development
http://www.linux-foundation.org/publications/whowriteslinux.pdf 4
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Aapo Linux
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/lpanBepbl YCTPOMUCTB

* CoctaBnatoT go 70% mncxoaHblx KOOoB aapa
* 85% nageHun NnponcxognT n3-3a gpamBepoB

[1] A. Chou et al. (2001) An Empirical Study of Operating System
Errors, In Proc. of the 18-th ACM Symp. Operating System
Principles, ACM Press.

[2] Swift M, Bershad B, Levy H. (2003) Improving the reliability of
commodity operating systems. In SOSP’03: Symposium on
Operating System Principles.
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AHa/IM3 U3MEHEeHUM

B CTaOU/IbHbIX BETKaX AJpa

c Bepcun 2.6.35 no 3.0
3a Bpems ¢ 26.10.10 no 26.10.11

N3meHeHuna B apaneepax (1503)

PaclwwimnpeHne NcnpaBneHnune owmnbok
doyHKLMOHANBbHOCTH (1182 — 79%)
(321 - 21%)

HetnnoBble ownbkn  TunoBbie OLUNOKMU
(786 — 52%) (396 — 27%)
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TumnoBble OLLMNOKU

specific:resource 9.2%

specific:check params 25 7.2%

specific:context 19 5.4%
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MUp MHCTPYMEHTOB

CTaTMYECKOU BEepUPUKaLMU
Int main(int argc,char* argv|[])

{

other_func(var)i\{void ot her _func(int v)
{

} éééert( X I'= NULL);
}
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Mup ApanBEPOB YCTPOMCTB

static struct peci driver DACS60 pei driver = |

: — "DACE0", -
.Egﬁiable ~ DAC960_id table, Pernctpauma pyHKUMMH
emee _ acees renove, 06paboOTUMKOB

I

static int DRCS60 init module (void)
{

int ret:;

ret = pci_register_driver(&DAC960_pci_driver)

#ifdef DACSH0 GAM MINOR

if (lret)
. DACS60 gam init(): e N
pendLt return ret; HeT ABHbIX BbI30OBOB
L bYHKLMIM MHULMaAM3aLMU 1
module_init(DAC960_init_module); \Bblxoﬂ.a )

module_exit(DAC960_cleanup_module);
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[ eHepauma nceBao-main

int main(i1nt argc,char* argvl[])
{
init module ()
for(;;) {
switch (*) {
case 0: driver probe(*,*,*) ;break;
case 1l: driver open(*,*);break;

}
}

exlit module () ;

}
11
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[ eHepauma nceBao-main (2)

* OrpaHmn4yeHna Ha NopsaaoK

* [1ns ogHoro tuna

* file_operations:
read() TONLKO ecnu BbI30B open() ycneLueH

* Mexngy Tmnamu

* (usb_driver u file_operations)
open() nocne probe(), Ho nepen remove()

* Buabl BO3oencTBun
* [locnepoBaTernbHblE

* [lapannenbHble
12
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Rule Instrumentor

mutex X;: int x locked = 0;

| int f (int v)

w o w

{ assert (x locked == 0);
lock(x); Y x locked = 1; |

int f(int vy)

assert (x locked == 1);
x locked = 0; |
return y;

unlock(x);

return y;



. B
ACNEeKTHO-OpUEHTMPOBAHHbIM

noagxoa .

mutex x; ACHEeKT:

int f (int y) around:

{ call (1int lock (mutex x)
lock (x) ; {

assert (x locked == 0);

unlock (x) ; x locked = 1;

return v; }
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Rule Instrumentor

mutex X;: int x locked = 0;

| int f (int v)

w o w

{ assert (x locked == 0);
lock(x); Y x locked = 1; |

int f(int vy)

assert (x locked == 1);
x locked = 0; |
return y;

unlock(x);

return y;
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Peann3zaumnsa Rule Instrumentor:

* CIF — C Instrumentation Framework

* OcHoBaHbIt Ha GCC
NHCTPYMEHT ans a3bika C

* [locTtyneH Ha forge.ispras.ru
noa nuueH3snenm GPLv3
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Pesynbtatbl SVCOMP'12

Competition BLAST |CPAchecker|CPAchecker|ESBMC 1.17 |FShell LLBMC (Predator [QARMC (SATabs Wolverine
candidate 2.7 ABE 1.0.10 |Memo 1.3 0.9 20111011 -HSF 3.0 0.5c
1.0.10

Affiliation Moscow, |Passau, Paderborn, ||Southampton,|Vienna, |Karlsruhe, |Brno, Munich, ||[Oxford, |Princeton,
Russia ||Germany Germany UK Austria |Germany ||Czechia Germany (UK USA

ControlFlowInteger||71 141 140 102 28 100 17 75 39

93 files, max score: 9900 s 1000 s 3200 s 4500 s 580 s 2400 s 1100 s 5400 s 580 s

144

DeviceDrivers 51 51 63 20 80 80 -- 71 68

59 files, max score: 97 s 93 160 5 35s 165 19s 140 s 65 s

103

DeviceDriverstd ||55 26 49 10 0 1 0 -- 16

41 files, max score: 66 ||1400 s 1900 s 500 s 870 s Os 110 s Os 1300 s

HeapManipulation |-- 1 -- 17 20 -- -- --

14 files, max score: 24 2205 210s 1.0s

SystemC 33 36 67 -- 8 21 a8 57 36

62 files, max score: 87 ||4000 s 450 s 760 s 245 630 s 820 s 5000s (1900 s

Concurrency -- 0 0 6 0 -- 0 -- 1 --

8 files, max score: 11 0s Os 270 s 0s 0s l4s

Overall 231 267 280 48 206 138 148 236 159

277 files, max score: 15000 = 4100 s 4300 s 580 s 2700 s 1700 s 5600 s 14000 s ||3800 s

435
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LDV Core »
e Y
Anpo - - -1 Kernel Manager >
] y
Opaneep [ — -4 >» Build Cmd Extractor >
|
! Y
|
r~ —i—»{ Driver Environment Generator »
|
|
|
|
I Y
: Domain-Specific C Verifier >
|
|
|

Mopenb _
npasuna [~ — —; Rule Instrumentor >

Reachability C Verifier '

I I
| |

. /
ajanTep apnanTtep
BLAST CPAchecker | eee —»( BepamkT

WHCTpyMeHTbl BepudmkaLum




LinuxTesting
o ers I

MHTepdenchl

* l[dv-manager
* |dv-git
* |dv-online
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ldv-online

. Online Linux Driver Verification Service (alpha)

Start Verification Verification History Rules

Start Verification
on ®x85_64 architecture

1. Ensure that drivers satisfy the following requirements:

* The driver is archived using gzip or bzip2 and has one of the following extensions: .tar.bz2, tar.gz, .tgz
s Archive should contain:

o Makefile (written to be compiled with the kernel)
+ obj-m is mandatory
o Sources needed by Makefile

s Archive should not contain generated files left from builds

2. Upload driver.

3. Wait for results.

| Browse... |

Skarkt VeriFicaktion
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ldv-online

Verification Report

Driver: test-0032-wl12xxunsafe.tar.bz?
Timestamp: 2011-01-19 20:51:12
Verification architecture: x86 64

You can see verification verdict for each rule and linux kernel. WVerdict may be:

= Safe -there is no mistakes for the given linux kernel and rule,

# Unsafe - driver may contain an error. You can see the error trace by clicking on the "Unsafe" link for
the corresponding linux kernel and rule.

* Build failed - your driver is not compatible with the given linux kernel. In this case you may see the
compile error trace by clicking on the "more details” link.

# Unlknown -tools can not determine whether your driver Safe or Unsafe.
» Queued -the driver waits for the turn to verification.

e ~

Rule Verdict

Mutex lockiunlock

MOID allocation under ush lock _
.'-J

Module get/pur

ECl pool createldestroy, allocifree Queued
Delay in probe irg onloff Queued
Memory allocation inside spinlocks Queued
Linked list double add Queued
Usb alloc/free urk Queued

Spinlocks lock/unlock Queued
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ba3a 3HaHUMU

Faise
O Task description||jnux- Fail
1| May, 2011 |3 638.2 |before| 75 - - 75 - |-
RI
2 32_la|2747(2077] 66 604 -| |-
3 327 |2747|2227 20 s00[ 3| 13|-
4 39 7 |2747|2244 15 488| 2| 11-
5 68 1 |2747(2129] 68 550 2| 26[-
B linux- Fail
6 2.6.39 before| 81 - - 81| - -|-
Rl
7 32 7 |2826(2278 21 527| 2| 19|
O Task description||jnux- Fail
8| June 2011 |7 539 before| 81 - - 81 -| -|-
Rl
9 08 1 |2826(2124 50 652 -| |-
10 327 |2826(2292 29 505| 5| 24|
11 39 7 |2826(2319 19 488 4| 15|-
12 43_1a | 2826|1861 7 958] 1| 5|-
13 68_1 |2826(2186 76 564| 2| 28|-
() |Task description linux-3.0.1|Fail
14 August before| 102 - - 102| |  -|-
2011 RI
15 08 1 |3203(2550 66 587 1
16 32_7 |3203(2631 43 529 11| 32|-
17 39 7 |3203(2659 24 520[ 5| 19|
18 43_1a | 3203(2623 8 572[ 1| 17|-
19 68 1 | 3203|2524 20 589| 3| 58[1
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Busyanmnsatop Tpacchbl OLUMOKMU

Source code

Error trace

¥ Function bodies | K Blocks | Others... ‘ s2250-board.c.common.c |engine|model®| i2c.h | slab.h| slub d| usb.h | v412-s

199 __cil_tmp22 = go; Al 515 t(buf, Oxcd. 6): £

199 assume (1((__cil tmp22] == (_ cil_tmp21))) 213 nemset (buf, Oxcd, 6);

202 _cil_tmp23 = go 214 usb = go->hpi_context:

202 _cil_tmp24 = i_cll tmp23) + (324); [U215" if (mutex_Tlock_interruptible(&usb->i2c_lock) !'= 8) {

202 _cil tmp25 = *(_cil_tmp24); 216 printk (KERN_INFO "i2c lock failed\n");

202 _cil tmp26 = _ cil_tmp25; 717 kfree (buf); I

202 assume (1{(__cil_tmp26) == (20))); 518 return -EINTR: ]

205 _cil_tmp27 = 18; 218  } B

205 1kzallnc{_c11_tmp2?, 208U) 220  if (go7007_usb_vendor_request(go, Ox57, addr, val, buf, 16, 1) < 8) {

205 buf = tmp__ 221 kfree(buf);

207 cil_tmp28 = 0; 222 return -EFAULT;

207 __cil_tmp29 = c11_tmp28; 223}

207 _cil_tmp30 = buf; 224

207 assume (((__cil_tmp30) == (__cil_tmp29))) 225 mutex_unlock (&usb->12c_lock);

212 _cil_tmp3l = buf; 226 if (bufle] ==0) {

212 _cil_tmp32 = 6; _ h 227 unsigned int subaddr, val_read:

212 memset(__cil_tmp3l, 205, _ cil_tmp32) { /* WBnct 298

214 _cil_tmp33 = go; 229 subaddr = (buf[4] << 8) + buf[5];

214 _cil_tmp34 = (__cil_tmp33) + (3584); 230 val_read = (buf[2] << 8) + buf[3];

214 _c11_tmp_35 = *{_ cil_tmp34); 231 kfree (buf):

214 usb = _cil tmp35; 232 if (val _read != val) {

215 _cil tmp36 = usb; 233 printk (KERN_INFO *invalid fp write %x %x\n",

215 _cil_tmp37 = {_ cil_tmp36) + (B); w238 val read, val):

215 _cil_tmp38 = _ cil_tmp37; 295 return -EFALLT:

215 -mutex lock_interruptible( cil tmp38) =| o235 } !
{ : 237 if (subaddr != addr) {

29 assume (! ((ldv_mutex) == (1))); 238 printk (KERN_INFO "invalid fp write addr %x %x\n",

29 +ldv_blast_assert() — 239 subaddr, addr); -
} ™ 2ap return_-FFAII T 3

B

]
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[IpMep HaMAEHHOU OLLMOKMU

From Blexey Khoroshilov <>

Subject [PATCH] staging: go7007: fix mismatch in mutex lock-unlock in [read|write]_reg_fp
Date Mon, 13 Feb 2012 16:01:32 +0100

If go7007 usb_vendor_request() fails in write_reg_fp()
or in read_reg_fp(), the usb-=12c_lock mutex left locked.

The patch moves mutex_unlock(&usb-=12c_lock) before check
for go7007_usb_vendor_request() returned value.

Found by Linux Driver Verification project (linuxtesting.org).

Signed-off-by: Alexey Khoroshilov =khoroshilov@ispras.rus=

drivers/staging/media/go7007/52250-board.c | 16 +H+Ht+------ [}
1 files changed, 10 insertions(+), 6 deletions(-)

diff --git asdrivers/staging/media/gQo7007/52250-board.c b/drivers/staging/media/go7007,/52250-board.c
index e7736a9..014d384 100644

--- afdrivers/staging/media/qQo7007,/52250-board. c

+++ b/drivers/staging/media/go7007/s2250-board.c

@@ -192,6 +192,7 @@ static int write_reg_fp(struct i2c_client *client, ul6 addr, ulg val)

{
struct go7007 *go = 12c_get adapdata(client-=adapter);
struct go7007 usb *usb;
+ int rc;

ug *but;
struct s2250 *dec = i2c_get clientdata(client);

@@ -216,12 +217,13 @@ static int write_reg_fp(struct i2c_client *client, ul6 addr, ulg val)
kfree(buf);
return -EINTR;

}

if (go7007 usb vendor request(go, 0x57, addr, val, buf, 16, 1) = 0) {

+ rc = go7007_usb_wvendor_requesti{go, 0xS57, addr, wval, buf, 16, 1);
+ mutex unlock (&usb-=12c lock);
= if (rc < 0) {
kfree(buf):
- return -EFALLT;
+ return rc;
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Bugs Found

.. Problems in Linux Kemel

This section contains information about problems in Linux kernel found within Linux Driver Verification program.

LOO49

LOO48

LOO47

LOD45

Type
Crash

Leak

Crash

Crash

Leak

Leak

Leak

Brief

carl9170: unlock of unheld mutex in

carl@170 op_set key

(ath5k) sc-=ah is allocated in
athSk_init_softc() but is not frﬁd

hfsplus: Fix double iput of the same
inode in hfsplus_fill_super()
hfsplus: add error checking for
hfs_find_init{}

drivers/video/hecubafb.c: absence
of module_put on an error path in
hecubafb_probe()

gigaset: absence of call module_put
before restart of if_open()

drivers/net/wan/farsync.c:
module get() without module put()

http://linuxtesting.org/results/Idv
° 44 naTtya y>Xe NpuMeHeHbI

Added on
2011-08-30

2011-08-08

2011-06-24

2011-06-24

2011-06-20

2011-06-20

2011-06-20

Accepted
hitps:/flkml.org/lkml/2011/8/23/380

cormmit

Kernel Bug Tracker, bug #37592

hitps:/fkml.orgflkml/2011/6/23/675
commit

https:/flkml.org/lkml/2011/7/5/500

cormmit

hitps:/flkml.org/lkml/2011/6/17/267
cormmit

https:/fkml.orgflkmlf2011/6/1 77321 commit
2f9381e

https o kml.orgflkm L 2011/6/1 7320 commit
dOfd&dc

Status

Fixed in
kernel
3.1-rch

Fixed in the
kernel
3.1-rcl

Fixed in
kernel 3.0

Fixed in
kernel
3.1-rcl

Fixed in
kernel
3.0-rce

Fixed in
kernel
3.0-rcd

Fixed in
kernel
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HanpaB/neHMA pa3BUTUA

* HoBble moaenu npaBun

* [ eHepauuns OKpYyKeHUd
* CBSA3K MexXxay pasHbiMK TMNamMu apanBepos
* [lapannenbHbie BO3OeNCTBUA

* IHCTpyMeHTUpOBaHue
* HoBble BUAbI NepexBaTbiBAEMbIX COObITUN
» KnoHMpoBaHMe Mmoaenen npasun

» CTaTnyeckme BepudukaTopbl
» bornee TOYHbIM aHanNM3 onepauun c ykasatenamu
* Bepndukaumsa napannenbHbIX NporpaMmm
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LDV Goals

* Provide infrastructure for application of
verification tools to Linux device drivers

* Research new verification approaches in
the industrial settings

* Improve quality of the Linux device drivers

* Provide a basis for education of young
researches
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Why Device Drivers?

* The main source of issues in Linux kernel
* Limited usage of complex data structures
* Almost no use of floating point arithmetics
* Small number of recursive functions

* Limited size of drivers

29
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ldentify Critical Bugs in CPAchecker

Added the problem pattern IASTBinaryExpression, which
finds the error message:
java.lang.AssertionError: IASTBinaryExpression

™ |Task description
I_'I CPAchecker| 2767

30



" mon B
ldentify Critical Bugs in CPAchecker

Added the problem pattern IASTBinaryExpression, which
finds the error message:
java.lang.AssertionError: IASTBinaryExpression

31
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Comparing BLAST with CPAchecker

O

8] .

e

32
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BLAST Safe — CPAchecker Unsafe

—

3

driversbiock  fdv_maind_sequence_imfinibe_withcheck_stateful
pnbd kia o
drversiscsi v maink_sequence_infinite_withcheck _stateful
b as
A, ko
drivershien - maind_sequence_imfinite_withcheck_stateful
ren-avtchn ko b

33
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BLAST Unsafe — CPAchecker Unknown

AT PR ARG COACRA. G0 |kt n_ SRR CR_iNTH AT bk Rl o
i rafchar Lhu_rasird]_usqusnce_inlinbs_withchack_dsisful

P prrarpni_wadehdog ke

H PR FLIERE TR b | i) EERLERAE (R IR PR R
-3 CEG P T T R i e T

S

RN
el TR0 s

5 = ficke_rmaindl_s=y, EIT ainrd
foorfiinu, cre. b =

. :;::\.m-m e
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S0 i LB o =
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W s g [
]
B ke _rmsind_tmqumece_inbnim_maheach_saishd

LBrerire gt (e malrd_ssqussce_iafike_aihobech_duisd
[

fiche_rmaa ] _rebyid b_sbaind

T AT AT DTV TR T T S0 R L
T

riesrarear

ficha,_ra i rdl_ju g ass e in Firkon_ sk chiach, ctatadid
fPEp_gmseric.im =

fictw_rmaina inTnam et

]
e E L T
P e LTI o T e i e ]

[ ik P
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i o P
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%n-mmuh Jite_resind seyumsce isfinie wihoveck gaiefl
i em L LT kS |ite_rsindl_ssqussce iffnis minobeck aterul

licha_rmsiril_saqumnes._inFr e wihcaeck_aterl
D.ﬂ'.l Cmrw oo =1
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Knowledge Base

Faise
O Task description||jnux- Fail
1| May, 2011 |3 638.2 |before| 75 - - 75 - |-
RI
2 32_la|2747(2077] 66 604 -l -[-
3 327 |2747|2227 20 s00[ 3| 13|-
4 39 7 |2747|2244 15 488) 2| 11|
5 68 1 |2747(2129] 68 550 2| 26[-
B linux- Fail
6 2.6.39 before| 81 - - 81| - -|-
Rl
7 32 7 |2826(2278 21 527| 2| 19|
O Task description||jnux- Fail
8| June 2011 |7 539 before| 81 - - 81 -| -|-
Rl
9 08 1 |2826(2124 50 652 -| |-
10 327 |2826(2292 29 505| 5| 24|
11 39 7 |2826(2319 19 488 4| 15|-
12 43_1a | 2826|1861 7 958] 1| 5|-
13 68_1 |2826(2186 76 564| 2| 28|-
() |Task description linux-3.0.1|Fail
14 August before| 102 - - 102| - -|-
2011 RI
15 08 1 |3203(2550 66 587 -| -[1]-
16 32_7 |3203(2631 43 529 11| 32|-
17 39 7 |3203(2659 24 520[ 5| 19|
18 43_1a | 3203(2623 8 572[ 1| 7|
19 68 1 | 3203|2524 20 589 3| 58]1]-
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Error Trace Visualizer

Rule: Mutex lock/unlock

Error trace Source code
¥l Function bodies Blocks | Others... carl917e.h main.c.common.c wlan.h rcupdate.h
3182 LDV_IN _INTERRUPT = 1: 21 1026 static imt carl9170 op_set _key(struct ieee80211 hw *hw, enum set_key ci™
Bl - imitiaee ERERCH); 1027 T 7 struct ieeeB0211_vif *vif, -
3195 tmp 8 = nondet_int() { /* The function body| | 1028 struct iEEEBHzll_STH ¥gta,
3195 assert(tmp__ 8 != 0); 1029 st ruct ieeeSBEll_key conf *key)
3198 tmp__ 7 = nondet_int() { /* The function body 1030 { - T
3200  assert(tmp__7 != 8); 1031  struct ar9l70 *ar = hw->priv;
3280 assert(tmp__ 7 != 1); 1032 int err = 0, i E
3360 assert(tmp__ 7 1= 2); 1633 u8 ktype; 3
3440 assert(tmp__ 7 != 3); 1034 N
sy asseri(imp 7 1 4); 1035 if (ar->disable_offload || !vif)
3600  assert(tmp__7 !=5); 1036 return -EOPNOTSUPP;
3680 assert(tmp__ 7 1= 6); 1637
3760 assert(tmp__ 7 1= 7); 1038 :
3840 assert(tmp___ 7 != 8); 1638 ¥ We have to fall back to software encryption, whenever
3920 assert(tmp__7 !=9). 1040 ¥ the user choose to participates in an IBSS or 15 connected
4000 assert(tmp__ 7 != 18); = 141 " EIET DR R R
4080 assert(tmp__ 7 == 11); 1042 | [:.}
4130 -carl9170 op set key(var_groupl /* hw 1043 R P e e AT L e S e e e e e el
{ . 1044 ¥ the high througput speed 1n 882.11n networks
1031 -ar = ¥(hw).priv; 1045 } ' '
err = 0; 1046
1835 assert(*{ar).disable offload == 0); - if ('is main viflar, vif))
1035 assert(vif != 0); 1048 “goto err_softw;
1047 +tmp__ 7 = is main viflar /» s »/, ¥ 1049 -
: assert(tmp___ 7 == 0); 1650 .
assert(*{ar).rx_software_decryption 1051 e e e ey e e e i
1163 +mutex_unlock_mutex(&(ar)->mutex /- 1052 B e e e S
} | 1 10853 ¢ decides which keyId maps to which key, remeins a myster) -

4 ) 1psa | b

(el w ] ] L] I [>]
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Error Trace Visualizer

Error trace

Source code

¥ Function bodies | K Blocks | Others... ‘ s2250-board.c.common.c |engine|model®| i2c.h | slab.h| slub d| usb.h | v412-s

199 __cil_tmp22 = go; Al 515 t(buf, Oxcd. 6): £

199 assume (1((__cil tmp22] == (_ cil_tmp21))) 213 nemset (buf, Oxcd, 6);

202 _cil_tmp23 = go 214 usb = go->hpi_context;

202 _cil_tmp24 = i_':ll tmp23) + (324); [7215] if (mutex_lock_interruptible (Gusb->i2c_lock) !'= 0) {

202 _cil_tmp25 = *(__cil_tmp24); 216 printk (KERN_INFO "i2c lock failed\n");

202 _cil_tmp26 = _ cil_tmp25; 217 kfree (buf); —

202 assume (1{(__cil_tmp26) == (20))); 518 return -EINTR: ]

205 _cil_tmp27 = 18; 218  } B

205 1kzallnct_c11_tmp2?, 208U) 220  if (go7007_usb_vendor_request(go, Ox57, addr, val, buf, 16, 1) < 8) {

205 buf = tmp__ 221 kfree(buf);

207 cil_tmp28 = 0; 222 return -EFAULT;

207 __cil_tmp29 = c11_tmp28; 223}

207 _cil_tmp30 = buf; 224

207 assume (((__cil_tmp30) == (__cil_tmp29))) 225 mutex_unlock (&usb->12c_lock);

212 _cil_tmp3l = buf; 226 if (bufle] ==0) {

212 _cil_tmp32 = 6; _ m 227 unsigned int subaddr, val_read:

212 memset(__cil_tmp3l, 205, _ cil_tmp32) { /* WBnct 298

214 _cil_tmp33 = go; 229 subaddr = (buf[4] << 8) + buf[5];

214 _cil tmp34 = (_cil_tmp33) + (3584); 230 val_read = (bufl[2] =< 8) + buf[3];

214 _cil_tmp35 = *(__cil_tmp34); 71 kfree (buf):

214 usb = _cil_tmp35; 232 if (val_read != val) {

215 _cil tmp36 = usb; 233 printk (KERN_INFO “invalid fp write %x %x\n",

215 _cil_tmp37 = {_cil_tmp36) + (B); | 234 val read, val);

215 _cil_tmp38 = _ cil_tmp37; 295 return -EFALLT:

215 -mutex lock_interruptible( cil tmp38) =| o235 } !
{ : 237 if (subaddr != addr) {

29 assume (! ((ldv_mutex) == (1))); 238 printk (KERN_INFO "invalid fp write addr %x %x\n",

29 +ldv_blast_assert() — 239 subaddr, addr); -
} ™ 240 raturn - FEAIIT: b

B

]
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Bugs Found

.. Problems in Linux Kemel

This section contains information about problems in Linux kernel found within Linux Driver Verification program.

LOO49

LOO48

LOO47

LOD45

Type
Crash

Leak

Crash

Crash

Leak

Leak

Leak

Brief

carl9170: unlock of unheld mutex in

carl@170 op_set key

(ath5k) sc-=ah is allocated in
athSk_init_softc() but is not frﬁd

hfsplus: Fix double iput of the same
inode in hfsplus_fill_super()
hfsplus: add error checking for
hfs_find_init{}

drivers/video/hecubafb.c: absence
of module_put on an error path in
hecubafb_probe()

gigaset: absence of call module_put
before restart of if_open()

drivers/net/wan/farsync.c:
module get() without module put()

http://linuxtesting.org/results/Idv
* 44 patches already applied

Added on
2011-08-30

2011-08-08

2011-06-24

2011-06-24

2011-06-20

2011-06-20

2011-06-20

Accepted
hitps:/flkml.org/lkml/2011/8/23/380

cormmit

Kernel Bug Tracker, bug #37592

hitps:/fkml.orgflkml/2011/6/23/675
commit

https:/flkml.org/lkml/2011/7/5/500

cormmit

hitps:/flkml.org/lkml/2011/6/17/267
cormmit

https:/fkml.orgflkmlf2011/6/1 77321 commit
2f9381e

https o kml.orgflkm L 2011/6/1 7320 commit
dOfd&dc

Status

Fixed in
kernel
3.1-rch

Fixed in the
kernel
3.1-rcl

Fixed in
kernel 3.0

Fixed in
kernel
3.1-rcl

Fixed in
kernel
3.0-rce

Fixed in
kernel
3.0-rcd

Fixed in
kernel
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ers -
Example of a Report (LO014)

Date Mon, 12 Oct Eﬂﬂf}ll 25:13 +0200 (CEST)
From Jiri Kosina <>
Subject Ee: [BUGZ] hidraw.c: double mutex_lock

On Mon, 12 Oct 2009, iceberg wrote:

line 50 then there are second call to mutex lock in line 52 (mutex
aquired twice).

Second 1teration of loop "while(ret==0)" 1s possible i1f local variable
ret 1s not changed at line 94: ret+=len - 1.e. len==0;

Variable len may be zero 1f hidraw_read 1s called with count==0 or
list-=buffer[list-=taill.len == 0.

= KERMEL VERSIONM: 2.6.31

= DESCRIBE:

= In driver ./drivers/hid/hidraw.c 1in function hidraw_read may be
> double mutex_lock:

-

= Path:

> 1. line 50: begin first iteration of "while(ret==0)"

> 2. line 52: first call to mutex lock

> 3. 1nner loop "while (list-»head == list->tail)" does not change state
> of mutex, because mutex_lock immediatelly follows mutex_unlock

> 4, 1f we go to the second 1teration of "while(ret == G}" 1in

-

-

-

-

-

-

-

Good catch. I will fix that up by moving the mutex lock() so that it's
locked before the loop 1s entered.

Thanks,
Jiri Kosina

SUSE Labs, Movell Inc.
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Another Example of a Report

From Blexey Khoroshilov <>

Subject [PATCH] staging: go7007: fix mismatch in mutex lock-unlock in [read|write]_reg_fp
Date Mon, 13 Feb 2012 16:01:32 +0100

If go7007 usb_vendor_request() fails in write_reg_fp()
or in read_reg_fp(), the usb-=12c_lock mutex left locked.

The patch moves mutex_unlock(&usb-=12c_lock) before check
for go7007_usb_vendor_request() returned value.

Found by Linux Driver Verification project (linuxtesting.org).

Signed-off-by: Alexey Khoroshilov =khoroshilov@ispras.rus=
drivers/staging/media/go7007/52250-board.c | 16 +H+Ht+------ [}
1 files changed, 10 insertions(+), 6 deletions(-)

diff --git asdrivers/staging/media/gQo7007/52250-board.c b/drivers/staging/media/go7007,/52250-board.c
index e7736a9..014d384 100644

--- afdrivers/staging/media/qQo7007,/52250-board. c

+++ b/drivers/staging/media/go7007/s2250-board.c

@@ -192,6 +192,7 @@ static int write_reg_fp(struct i2c_client *client, ul6 addr, ulg val)

{
struct go7007 *go = 12c_get adapdata(client-=adapter);
struct go7007 usb *usb;
+ int rc;

ug *but;
struct s2250 *dec = i2c_get clientdata(client);

@@ -216,12 +217,13 @@ static int write_reg_fp(struct i2c_client *client, ul6 addr, ulg val)
kfree(buf);
return -EINTR;

}

if (go7007 usb vendor request(go, 0x57, addr, val, buf, 16, 1) = 0) {

+ rc = go7007_usb_wvendor_requesti{go, 0xS57, addr, wval, buf, 16, 1);
+ mutex unlock (&usb-=12c lock);
= if (rc < 0) {
kfree(buf):
- return -EFALLT;
+ return rc;
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